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Abstract 

In recent years, it has been observed that wireless systems dependent on the Internet of Things have evolved 

rapidly in a variety of industries. The Internet of Things, sometimes known as IOT , is a network that allows 

physical devices, equipment, sensors, and other items to communicate with one another independently of the 

intervention of humans. The Internet of Things (IOT ) has mushroomed into a variety of various real-time 

applications thanks in large part to a key component known as the Wireless Sensor Network (WSN). The 

Internet of Things (IOT ) and wireless sensor networks (WSNs) today have a variety of applications, both 

critical and non-critical, that influence practically every facet of our day-to-day lives. WSN nodes are 

typically very small machines that are powered by batteries. Consequently, the methods of data aggregation 

that consume less energy while simultaneously extending the lifespan of the network are of the utmost 

importance. In this presentation, a variety of strategies and methods for data aggregation in IOT -WSN 

systems that are efficient with energy use were discussed. The purpose of this research is to conduct a 

literature review, paying particular attention to areas of wireless networking that are concerned with the 

conservation of energy and the accumulation of data. 

Keywords: wireless systems, Internet of Things, Industries, Wireless sensor networks, conservation of energy 

etc 

 

Introduction 

Since the invention of wireless networking technology, a number of significant shifts have taken place across 

the board in every facet of our regular lives. The Internet of Things (IOT), in particular, is expected to be one 

of the technologies with the quickest rate of development in the future. With the addition of IOT, several 

gadgets in the real world can be coupled with one another, which fundamentally alters our lives on a daily 
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basis. As a result, there is a rapidly growing demand for larger levels of communication all the time and in all 

places, particularly in spheres of endeavour that are becoming increasingly active. 

Traditionally, integration and communication amongst intelligent items have been seen as constituting the 

IOT (things). The dominance of IOT contributes to the development of new technologies and applications. It 

is common for these devices to be equipped with a range of transceivers as well as microcontrollers and 

protocols that allow for the transfer of control and sensor data. This includes devices like as domestic 

appliances and surveillance cameras. In order to transfer the data they have collected to the central 

repositories, these real-time modules, such as sensors, are linked together. These repositories are where the 

data is accumulated and can be accessed by people who have been granted permission to do so. Because of the 

large number of communication devices, the characteristics of IOT systems that make use of wireless 

technologies are relatively distinct when compared to the characteristics of ordinary wired or wireless 

networking systems. IOT traffic isn't often deemed significant because each IOT device senses and transmits 

some data to a specific Internet of Things (IOT) Server. Thus, data generated by several items may have an 

impact on the overall performance of the network. IOT networks will be able to operate without human 

intervention for a long period of time since they are secure and sustainable. The heterogeneous wireless sensor 

networks (WSN) that link a wide variety of intelligent sensors have formed the foundation for the Internet of 

Things (IOT)-based technologies that are all around us and will soon introduce major improvements. The 

rapid growth of these technologies has led in issues with energy usage, which have become more appealing. 

On the one hand, the dramatic increase in the speed of communication and the dissemination of information 

has contributed to unsustainable increases in the amount of energy utilised and carbon emissions. On the other 

hand, in the vast majority of applications, it is necessary for the sensor nodes to function effectively for 

extensive amounts of time, often even years, and to fulfil a wide range of application requirements (such as 

for environmental control and protection, agriculture, border surveillance and protection, etc.). The quantity of 

energy that is used up by the sensors is the primary factor that determines how long the application will 

continue to function, and the existence of dead nodes can have an impact on the interoperability of devices in 

addition to the dependability and accuracy of data. In spite of this, the following four primary units are 

commonly included in the construction of a sensor node: 

 the processing unit, 

 the sensing/identification unit,   

 the communication unit and  

 the power supply unit, 

It is shown in Fig. 1. 

Secondary components, such as filters, amplifiers, transducers, comparators, and so on, are included in each of 

the previously stated components. The sensing device collects and senses data from the workplace. Among the 

many functions of the processing unit is data collecting and other forms of data manipulation. Contrary to this, 

data transmission at the base stations (BS) is the responsibility of the communication unit, while all other 

devices receive power from the power unit (which is often restricted by battery life). 

A sensor node will need a certain amount of energy when it is active, sleeping, or idle. This amount of energy 

consumption will vary depending on the operational environment. When the node is operating in its active 

state, it has the greatest appetite for energy. In order for the sensor to have the greatest potential for energy 

output, it consumes the absolute minimum amount of power necessary for the transmission and receiving of 

information. Even while it uses a lot less electricity than the radio subsystem, the processor unit nevertheless 

uses a lot more electricity than the sensor subsystem. There are other factors that come into play, including the 

communication distance, the monitoring case, the operational criteria, and the activities that take place in each 

unit. During the idle mode, a node waits for data packets from another node to arrive. Due to the increased 

energy consumption (by CPU and radio, for example) it is feasible that between fifty and one hundred percent 

of the total energy wasted through data reception can be accounted for. In sleep mode, the node does not 

process any data and the communication unit is turned off. As a result, the node loses a much lower amount of 

energy while it is sleeping. As a matter of fact, there are a number of other kinds of energy loss, including 

frame overheating, channel failure, lost packets, and so on and so forth. This has driven the IOT group to 

develop IOT solutions that are both renewable and energy efficient. 
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Fig.1. A typical IOT-based sensor node architecture. 

 

The administration of these IOT networks is naturally concerned about energy efficiency, because battery 

energy sources are often used to operate devices. The cost of battery power is a consideration. For a long time, 

battery-powered sensor nodes' energy efficiency and life extension have been issues for researchers in a 

specific WSN domain. Sensor node functioning is prioritised by MAC protocols, while routing layer protocols 

are designed to aggregate and transport data from multiple-to-one. Here, a review of wireless networking's 

energy conservation and data collection components is offered in light of this, with a specific focus on these 

aspects of wireless networking. 

 

2. Role of IOT in WSN 

Several research papers and studies have provided support for significant classification opinions and surveys 

of WSN and IOT based energy-saving devices. Throughout the course of this section, we will examine a 

selection of these significant literary works, which will provide an overview of their primary concerns and the 

various categories described by them: 

According to the findings of the research, the Chaotic Whale Optimization Process could be an effective 

method for increasing the efficiency with which WSN-IOT environmental operations utilise energy. We were 

able to acquire the findings of energy efficiency in comparison to other more conventional methods. In the 

WSN-IOT integrated system, the results indicated that the proposed approach provides superior energy 

efficiency than other approaches. 

Latencies, energy consumption, jitters, throughput, and packet-delivery ratios (PDR) were the focus of the 

research that was carried out with regard to WSN. In addition, the effectiveness of routing protocols was 

evaluated by utilising delay, bandwidth, jitter, and delay as test parameters. It was agreed that an algorithm 

should be developed. 

Several research papers and studies have provided support for significant classification opinions and surveys 

of WSN and IOT based energy-saving devices. Throughout the course of this section, we will examine a 

selection of these significant literary works, which will provide an overview of their primary concerns and the 

various categories described by them: 

An IOT-based solar-powered precision agricultural (PA) network with the WSN was designed and 

implemented as part of this paper's mandate to identify highly effective means of implementing a smart 

agriculture management system. In the paper, the design and the accomplishment were described. Farmers 

were shown a system that supplied useful data in an easy-to-use manner, including real-time data transmission 

via IOT concerning saltwater intrusions, soil moisture levels, water levels, wet conditions, temperature, and an 

overall assessment of the land's condition. 

The authors of presented a study that focused on the gathering of IOT data as well as the various decision-

making principles. The writers of also presented their findings. The results of an operational and maintenance 
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assessment of photovoltaic (PV) systems and wireless sensor networks (WSNs) based on Internet of Things 

technology for the monitoring of PV panels were provided in that paper.  

According to the findings of the research, the Chaotic Whale Optimization Process could be an effective 

method for increasing the efficiency with which WSN-IOT environmental operations consume energy. We 

were able to acquire the findings of energy efficiency in comparison to other more conventional methods. The 

findings showed that the proposed method produces higher levels of energy efficiency inside the WSN-IOT 

integrated system. 

The study was conducted on the latencies, energy, jitters, throughput, and packet-delivery ratios (PDR) from 

the perspective of WSN. Additionally, the performance of routing protocols was tested utilising delay, 

bandwidth, jitter, and delay. In order to make AODV routing in IOT more efficient, an algorithm was 

developed. In order to optimise the protocol, two separate tables—the table of routing, and the table of 

internet access—were combined into a single table. This study's primary objective was to conduct an analysis 

of simulation studies pertaining to the IOT AODV routing protocol and to make use of the NS2 simulator in 

order to enhance the performance of both AODV and IOT AODV. The most recent version can be 

downloaded here. 

Also, because WSN-assisted IOT has so many drawbacks, it is not viable to employ conventional routing 

protocols in a direct manner. The consumption of energy by IoT devices that are supported by WSN is a 

serious limitation. It takes more power to communicate between sensor nodes than it does to actually do the 

sensing and computing. As a result, methods of efficient energy management are very necessary in order to 

lengthen the life of the network. An energy-conscious multi-user and Multi-Hop Hierarchical Routing 

Protocol (EAMMH-RP) was proposed by the author in the paper. This protocol covers Communication with 

Multi-Hop and makes sure that sensor nodes in a cluster formation all get the same amount of energy. The 

author also suggested a new set of algorithms for adapting and rotating clusters, as well as a new way to 

reduce the amount of energy needed for long-distance communications. 

The sensors can be utilised to monitor the environment and continue to return information for a longer period 

of time. It was proposed that IOT sensing networks use a protocol that incorporates a resilient routing 

mechanism. In the beginning, a rendezvous area was constructed right in the middle of the network field. We 

made use of the clustering and multipath tactics because doing so reduces the amount of energy that is 

consumed and increases the level of dependability. The introduced protocol was simulated in the Castalia 

simulator in order to achieve efficiency under various scenarios, such as packet transmission, average energy 

usage, end-to-end latency, and network lifetime. This was done in order to achieve efficiency. 

A number of performance metrics, including latency, energy usage, and data delivery ratio, were taken into 

consideration when developing the routing algorithms and models used in this research. IOT and WSN 

algorithms based on IOT were classified into two groups for the sake of ease of use for researchers. These 

classes included energy awareness, latency, data transfer, and packet loss awareness. 

The study improved upon the standard routing protocol and presented a novel protocol with novel 

characteristics such as a new data transmission system and a better technique of selecting CHs. Additionally, 

the conventional routing protocol was optimised. Therefore, there was a connection between the WSNs' 

shortcomings in the real world and the actual diverse situation. The outcome of the simulation, which was 

determined with the assistance of performance measurements, highlighted the disparity between the currently 

implemented HY-IOT and the predicted protocol. 

 

3.  Challenges of WSN in IOT 

The complexity of the Internet of Things is achieved through the presentation and communication of a variety 

of heterogeneous artefacts in a variety of circumstances, which further complicates the deployment of security 

systems. The majority of the solutions that are offered in existing WSN security research are aimed at 

resolving subjective problems, and they do not take into account the influence of the IOT concepts and 

features that are discussed in this document. 
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3.1. Real time management  

It is a challenging topic for sensor networks that govern their available resources. In this scenario, the Internet 

of Things (IoT) system requires an effective design for its service gateway in order to reduce the amount of 

data that must be transmitted by continuously analysing user data. Additionally, an intelligent data-driven 

middleware design is required in order to communicate real-time information only when the threshold is 

exceeded. 

 

3.2. Security and privacy 

In applications that are used in the real world, safety, trust, and privacy are other challenges that are vital to 

consider. The path to achieving varying levels of safety can be challenging as well as straightforward. These 

security solutions are appropriate for M2M deployments in which the device and the server already have an 

established trust relationship with one another. [30] 

With this "IP to the field" approach, sensor nodes have extra obligations in addition to the standard sensor 

functions they provide. As a result of this added obligation, the sensor nodes will be faced with new 

responsibilities or difficulties. The topics of network setup, service quality (QOS), and security will be 

discussed as potential future responsibilities. The following issues are taken into consideration. 

 

3.3. Security 

Depending on the level of complexity of the application, WSNs may be able to provide data with 

confidentiality, verification, fairness, and usability even in the absence of Internet connectivity. For the 

attacker to be successful in adding malicious nodes to the current network or in blocking or catching them, 

they need to engage in physical activities in close proximity to the WSN. The connection of WSNs to the 

internet, on the other hand, makes it possible for malicious actors located anywhere in the globe to carry out 

their schemes. Because of this, the WSNs need to find a permanent solution to the problems that are caused by 

their connection to the internet, such as malware and other problems. To ensure that present WSNs maintain 

an adequate level of security, both the key and a specialised effective gateway are made available. A similar 

security system can't be duplicated due to the limited processing power, energy, and memory resources 

available today. Other Internet networks have implemented cryptography with longer key lengths such as 

RSA-1024, but sensor nodes supposed to give greater privacy have not. Furthermore, in order to guard against 

the plethora of dangers that the Internet may bring, it is critical that any new security measures take account of 

the multiple resource restrictions already in place. 

 

3.4. Quality of service 

In terms of the intelligence that is provided to the sensor nodes, each disparate device that is connected to the 

internet of things is required to make a contribution to the overall quality of service. These heterogeneous 

devices enable a workload to be distributed among multiple nodes, each of which has access to a certain set of 

resources. Due to the ever-changing configurations of networks and the varied capabilities of links, the 

currently available QOS approaches on the internet still need to be improved. 

 

3.5. Configuration 

In addition to managing QOS and ensuring network security, sensor nodes must also manage a variety of 

other tasks. These tasks include networking for a new node that is joining the network, ensuring self-healing 

by locating and removing faulty nodes, and addressing management for the construction of scalable networks, 

among other things. However, self-configuring the most recent node on the Internet does not do this action as 

a normal function. Therefore, the user is responsible for installing the necessary software and taking the 

necessary precautions to prevent device failures if they want this network configuration to perform well. 
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3.6. Availability 

The presence of hacked nodes makes it possible to take advantage of WSNs. Additional funds should be 

budgeted in order to implement an encryption technique for wireless sensor network security. In spite of this, 

researchers have created major approaches, some of which include modifying the code in order to reuse it, 

while others involve using supplemental communications in order to achieve the aims. In addition to this, 

several methods have been developed in order to access the data. Therefore, the necessity for availability is 

absolutely necessary in order to maintain the operating services of WSN's. Additionally, it contributes to the 

maintenance of the entire network up until the point where it is shut down. 

 

3.7. Data integrity 

The integrity of a WSN may be jeopardised if a hostile node joins the network and injects erroneous data or if 

a fluctuating wireless channel corrupts the data that was first transmitted. For instance, the integrity of the data 

could be compromised if a mobile node were to add forged information to the packets that the base station 

(BS) was processing. Nevertheless, a malfunctioning network may be to blame for the loss of data or the 

change of data. As a result, it is imperative that the integrity of the data be preserved all the way through the 

transmission of the data packets. 

 

3.8. Confidentiality 

When it comes to Internet of Things security, there are several obstacles to overcome, the most important of 

which is maintaining secrecy. Encryption functions, such as common and shared secret key encryption 

techniques, such as the Blowfish, AES block cypher, and Triple DES, are utilised in order to maintain the 

data's secrecy and prevent unauthorised access. However, the encryption process is not adequate on its own as 

a security technique to ensure the confidentiality of the data and information being transmitted. The attacker is 

able to perform a traffic analysis for the cypher data in order to effectively disseminate sensitive material by 

exploiting a vulnerability in the cypher. In addition to this, the rogue node has the potential to effectively 

compromise the. 

 

4. Data aggregation 

WSNs are fundamental building elements for the Internet of Things, and their use in a wide variety of real-

time applications has led to their proliferation. WSN nodes are typically very small devices that operate off of 

batteries. As a result, one of the most important factors to think about while aggregating data from WSNs is 

the stability of the network. During the process of collecting data, a number of issues, including higher energy 

consumption, sometimes known as energy inefficiency, and an increased lifespan, were discovered. 

In order to maintain an appropriate level of servicing efficiency in the distribution of sensed data, data 

aggregation algorithms are utilised extensively. The goal of the software that collects data is to properly 

incarcerate and distribute data packets in order to reduce the amount of energy used, the amount of traffic 

congestion on the network, the amount of time the network is expected to live, and other factors. As a result, 

several other approaches were suggested for use in this industry, some of which are outlined below: 

 

5. Conclusion 

Increasing computer technology has helped WSNs, which are always aware of the necessary requirements, 

rise in popularity. The WSN systems based on the Internet of Things (IOT) have received a lot of interest 

recently. However, when transmitting point-to-point, these systems are limited in bandwidth, power, and 

resources. An excellent way to deal with this issue is to collect data on the subject. Sensor networks have the 

challenge of processing critical data in a way that is both efficient and cost-effective. There are a variety of 

power-saving data aggregation methods discussed in this study. Previous studies that have attempted to define 

the function of IOT in WSN are summarised in this paper, followed by an examination of the various data 

aggregation methodologies offered in those studies. For energy conservation, better QoS, and a higher level of 

network security, data aggregation techniques are used. 
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