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ABSTRACT—In almost every authorization as well as identifying situation, biometric technology is a must.
Iris recognition is thought as being the most trustable form of biometric identification because it is constant
but has a wide range of textures. Iris recognition uses the unique methods to predict people in situations that
need a secure network. This study looks at an efficient process that combines a convolutional neural network
(CNN) to automatically extract and classify them. This method improves recognition efficiency. The proposed
method was used effectively, and iris photos from the CASIA dataset clearly show how well the extensive
experiments worked.

Index Terms—CNN, Daugman's Rubber Sheet Model, Retinal Scanners, Hough Transformation

ILINTRODUCTION

Biometric authentication tries to figure out who a person is by looking at their own distinct biological and
behavioural traits [1]. Physical features like iris face, thumbprint, iris recognition, venules, but instead gesture
recognition, or psychological attributes like handwritten, posture, letter, as well as search queries, have
distinctive, correct, as well as steady details about a client that can be used in authorization apps. Biometric
data can be used in places where people's identities need to be established or confirmed because information
technology is getting better and better [2]. As the world becomes more digitalized, people want more
protection in their everyday lives. This has improved the performance of a reliable and smart user detection
algorithm biometric authentication. In traditional systems, the card numbers or passcodes are being used to
prove who you are. This technique can be damaged if card numbers are lost or stolen and the password is
forgotten. Because of this, we need identity verification processes that can identify a person without relying
on what they have or what they remember. Biometric technology has been used to make identification and
verification more reliable in places like airports, restricted areas, borders, database access, and financial
services [2]. In the banking and financial services, biometric technology has shown a lot of promise for
making clients' lives easier and safer at the same time. For illustration, financial institutions as well as transfer
of funds biometrics - based will be much safe and secure, quicker, as well as simpler than the current
techniques predicated on card transactions. So there are still some issues about the use of biometric
information in consumer based implementations because of information privacy, it is thought that the
innovation would then make its way into a multitude of distinct uses [3]. Biometric technologies are more
secured than passwords and easy to use, and they have resolve issues like neglecting or getting hacked
passwords [3]. When compared to other biometrics, the iris pattern is one of the most desirable for verification
because it is unique, stays the same over time, and is easy to get to. It can be seen that, of all the biometrics, it
is the most accurate. This is why we chose iris recognition as a subject for our research.

In general, iris recognition systems have the following steps: | capturing an image, (ii) was separating the iris,
(iii) normalising the image, (iv) extracting features, and (v) classifying the image. In this paper, the iris and
pupil regions are found by using the Hough transform to do segmentation. Using Daugman's rubber sheet
model, the segmentation is performed part of the iris is turned into a metal block to fixed polar measurements.
CNN is used to pull out features and classify them, respectively, to improve the performance of iris
recognition.
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I.RELATED WORK
New Cance-label Iris Recognition System Based on Feature Learning Methods

This paper proposes a new cancelable iris recognition method. We chose the second strategy, following with
Spatially Pyramids Maps, for features computing using iris image depending on the success of several feature
learning strategies like |1 Bag-of-Words, (ii) Sparse Representation Coding, and (iii) Locality-constrained
Linear Writing code. The present BioHashing approach is upgraded by employing two separate credentials to
develop this system: one is particular to the person and the other is not. On six benchmarks iris datasets,
especially MMU1, UPOL, CASIA-Interval-v3, IITD, UBIRIS.vl and CASIA-syn, we tested the suggested
performance of a system. All datasets are analyzed to state-of-the-art methodologies and their experimentally
have been shown for every dataset. The outcomes demonstrate the approach's robustness and efficiency.

A Survey Based on Comparisons of
Human Identification Using Biometrics

A biometric process utilizes a person's particular features or characteristics to automatically recognise them.
They could be physiologic or behavioural in nature.Biometric authentication differs from these other
techniques for identifying in that it relies on components of the person body that are dispersed in a random
pattern [9]. To find things simpler for biometrics devices to be deployed in a certain setting, | offer a novel
assumption based on many criteria. This report compares the various biometric systems that are now in use in
community.Usernames and passwords are currently used it to identify users in a variety of computer
surveillance systems, such as banks, passports, debit cards, mobile payments, PIN, security systems, and
network security.

Biometric systems also bring a convenience factor to the table, allowing users to be approved just by
presenting themselves [3]. It is the main objective of this research to examine the working principles of
biometric technology, the different biometric systems and comparisons between them.

Design of a biometric iris recognition system with intelligent machine learning

Various feature selection techniques are designed and deployed for iris recognition to determine a person's
identification. To begin with, we have the Fourier descriptions, that are frequency-based descriptions of
distinct iris texture. A histogram of irissignature properties might show new lot of positive. The basic
descriptions of an area extending are defined [10] by low spectra coefficient, whereas the small details of an
iris image is defined by high spectrum coefficients. As a secondary extracting features as well as carries the
risk, the principal components analysis (PCA) is employed to minimise the dimensionality of the data set.
Evaluating detection accuracy for 50 people using the two ways helps determine the biometrics overall system
performance. The program's performance was evaluated using three different classifications for every
technique. Descriptors of the Fourier type met 86 percent, 94 percent and 96 percent of the criteria for
identification, compared to 80 percent, 92 per cent and 94 per cent for primary principal components
whenever Cosine, Euclidean and Manhattan classifiers have been used. These findings support the idea that
Fourier descriptors have higher prediction accuracy than principle component analysis when used as a feature
extractor.

IHLMETHODOLOGY

These have been found that neural network models can generate feature point interpretations automatically
and surpass several conventional hand-crafted features approaches [11]. The calculation of stages is essential
to neural network models, which have a hierarchy set of information. An Network structure has a sequentially
construction, in which each layer's output feeds the next layer. There are a number of parameters that may be
applied to each layer in order to control the number of representatives it provides. In additional to the network
weights, inputs parts are connected to output variables via the weights [12]. In CNN, the parameters typically
exchanged remotely, which implies that the proportions are the same at every place of the inputs? The weights
associated with similar output determine the shape of the filter [13]. Alternate levels of shared network
convolution operation make up a CNN's structure. The switching states in each layer are the same. A classifier
is created using down-sampling layers and fully connected layers [14]. There are three principles that make up
the effective architecture of a CNN, as shown in fig. 5. These include local receptive fields, shared weights,
and down sampling processes [15]. To put it another way, the convolutional networks field indicates that each
neuron receives input only from the previous layer. The convolution filter is the same size as well. In
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convolutional and down sampling layers, local sensory neurons are employed. The convolutional layer is
subjected to weight sharing in order to regulate utilization and decrease model complexity. Lastly, the
regressive down-sampling that is employed inside the dimension reduction layers to reduce the locational size
of the file as well as reduce the number of free parameters in the model is also mentioned. CNN is a powerful
and effective learning tool because of these concepts. Convolutional Neural Networks levels are also detailed
as follows:

Learnable filters are used to create the parameters in this layer, which are then taught using the back-
propagation process. Every filter applied to the image results in the feature map. Aside from that, the feature
maps all have the same amount of filters [15] applied to them. Fig. 5 shows how the first fully connected layer
contains six filters, each of which produces six feature maps. In each feature map, there is a representation of
the image's features, such as points or vertical edges [6]. Accordingly, multiplication could be explained in
this section. & = f (Ziew, %7 ki + by) 3)

A set of input maps, a filter, a bias in the feature map, the layers in the CNN, and an activation function are all
included in this model [14]. To provide non-linearity, activation functions such as ReLU are commonly
utilised [15].

The Layer of Pooling: Convolutional layers are reduced in size by implementing a downsampling process. In
order to establish the size of the pooling mask and the type of pooling operation to use, the max pooling [15]
must first be prepared. The pixel values recorded by the pooling mask are pooled, multiplied by a trainable
coefficients, and then contributed to an adaptable bias [14]. The following is an explanation of how the
pooling process works:

1 l =i 1
x; = f(B/pool(x;™") + b)

In this case, the downsampling function was implemented towards the jth province of the information, and so
as a direct consequence, Xj | represents what was obtained by taking the jth regions recorded by a pooling
covering in a previous layer, xj li represents what was obtained by performing the pooling layer on that region
(either maximum or average), and f represents an activation function. This project uses a most common

Convolution Max pooling

Convolutional Layers

pooling function, max pooling.

CNN architecture.

IV.RESULT AND DISCUSSION
Run the project to get below result
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Iris Recogaition using Machine Learning Technique
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Uploading the CASIAL folder and clicking on the "Select Folder" tab to import dataset and receive the
following result.
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A dataset has been loaded and the ‘Generate and Load CNN Models' button has been clicked.
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We were able to anticipate the outcome of 683 photos from 108 different persons with a 100% success rate.
Now that the model is ready, click on the 'Accuracy & Loss Graph' tab to see the graph below.

i

GaogleNet Accuracy & Loss Graph
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Red represents Cnn architecture loss value, and we can see that at the first iteration, the loss value was more
than 4%, but as the number of iterations increases, the loss value decreases to 0%. Green indicates accuracy
and at the first iteration, the accuracy value was 0%. As the number of iterations increases (epochs/model
iterations), the accuracy value increases to 100%. Iris images can be uploaded by clicking the 'Upload Iris
Test Images & Recognize' button and then clicking 'Recognize’. Uploading a test image from the CASIA
folder is an option, and doing so will confirm that our predictions were accurate.
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Before clicking on the 'Open' button, choose and upload a 'b.jpg file, then click on 'OK.'
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We extracted the IRIS traits from the submitted image and fed them to CNN, who then predicted that IRIS
belonged to individual ID 15. This time, I'm going to submit a picture from the CASIA folder and see if CNN
correctly predicts it.

Bl O noerecetoseacn [ - a b A z L 8

I've uploaded IRIS for person ID 38 in the CASIA folder, and after clicking the 'Open' option, | got the
following result.

’

CNN correctly predicted ID 38 in the image above.

V.CONCLUSION

One promising area of security is the use of the human eye to identify individuals. The iris characteristic can
be used to recognize every member of a group. In view of the fact because iris features cannot be destroyed,
they are hard to reproduce, exchange or transmit, and they require the individual to be present when
authenticating. This makes iris recognition an important area of study [5]. Furthermore, proposed technique
and categorization approaches play a major role in improving the precision. Accordingly, features are
extracted and classified as a priority within that investigation.

Features can be extracted and classified using CNN [12-14], a comparatively recent as well as high-
performing deep learning technology. Our experiment has shown that offered technique performs well in
terms of accuracy, so that's what we went with. Biometric identification efficiency can be improved by using
the proposed technique of extracting the features.
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