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Abstract

An algorithm for intelligent processing of a limited language of a specialized program for testing the security of computer
networks has been created. The algorithm filters the output of the program, analyzes the formal language of inference messages
according to specific (technical) and linguistic criteria, generates interpreted messages without the use of specialized terms in the
form of instructions, explanations and recommendations to ensure a timely response in urgent cases or to support decision-making
in the process of testing and detection of vulnerabilities.

Clustering a selected set of program messages establishes a correspondence between the compiled database of the utility's
messages and the levels of vulnerabilities and risks (meeting the recommendations of the standards). This provides the
implementation of an automatic assessment of the security level of a computer network. In addition, the resulting clustered base is
used to create a method for linguistic language processing.

To construct a (simplified) linguistic processor, the special concepts required to the formation of the knowledge base are
introduced; examples are given. The processes in the operation of the presented algorithm are described in detail.

The algorithm was created for the purpose of implementation in the developed software and hardware package for testing the
security of computer networks by users who are not specialized experts in the field of network protection and testing. The
algorithm is applicable for both private computer networks and networks of small and medium-sized businesses.
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1. Introduction

Under the grant of the project, completed by the authors in 2021, was developed an intelligent handheld network security testing
device with recommendations for decision making. In the course of the project, an intelligent system with automatic risk
assessment, report generation and recommendations was developed for a portable device based on a Raspberry Pi microcomputer,
which allows users to perform initial or standard computer network security tests for non-specialists in this field and also without
specific skills to work with applications that have a command line interface. For this, an intelligent data processing algorithm has
been developed that analyzes messages from the formal language of the specialized utility Nmap ([1]) according to certain
(technical) and linguistic criteria, performing an assessment of vulnerabilities and information risks and forming explanations,
recommendations and instructions to ensure a timely response in case of vulnerabilities and high risks. A brief description of some
of the stages of this development is given in ([2]).

The work carried out within the framework of the project can be attributed to the field of application of artificial intelligence
methods in information security tasks, namely in the tasks of ensuring the security of computer networks. One of the central
places among the areas of information protection is cybersecurity, which is due to the inalienable use of the Internet by modern
organizations. Separately, it is worth noting the increased importance of the problem caused by COVID-19 ([3-5]).

Works [6-10] are devoted to the consideration of solutions to information security problems using artificial intelligence
methods: decision-making methods, machine learning. The works [11-16] are devoted to the study of the possibilities of
constructing syntactic, semantic analyzers and linguistic processors, including for the Kazakh language ([11]), and their
implementation in order to create an intellectual component of question-search information systems.

In the project described above, an important task was the application of methods for the development of linguistic processors
and the implementation of the corresponding intellectual component in the software of devices for monitoring and testing the
security of computer networks in order to provide a solution applicable to all users. In this paper, a formal limited language of
utilities is considered, which will allow achieving better accuracy in the work of the morphological, syntactic and semantic
components. In addition, the purpose of the development (for non-specialists) also determines the specifics of the developed
linguistic processor. We also note that the research carried out naturally continues the work previously carried out by the authors
([17-20]).
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2. Intellectual decision support for testing computer networks

2.1. Intelligent device concept

The authors considered the possibilities of creating and effective functioning of a network security testing system for small
organizations and business enterprises of the SOHO class, mainly in Kazakhstan. The available data ([21]) show the existence of
such a common problem as the inability to have highly qualified specialists in the field of network security testing on the staff.
Organizations, as a rule, turn to outsourcing companies, and the problem of limited budget does not allow the implementation of
measures to ensure the protection and monitoring of networks with sufficient frequency and at the proper level.

The problem outlined above was a prerequisite for setting the task of creating an inexpensive software and hardware device
with a convenient interface, which automatically carries out the initial standard check of the enterprise network; performs some
actions to correct or configure network elements, configurations and interfaces; issues recommendations and instructions in an
"interpreted" language that is understandable to a non-specialist user. Note that the ability to carry out a full check has been
implemented, and not only based on the Nmap utility, but also additional software modules have been implemented that provide
important information for analyzing the network state.

The development stages for this project are briefly described in [2], as well as in [22]. This work describes the stage of creating
an algorithm for intelligent processing of the results issued by the utility. The algorithm analyzes the formal language of these
messages according to specific (technical) and linguistic criteria, and also generates instructions and explanations to ensure a
timely response in the absence of specialists in the field or to support decision-making during testing and detection of
vulnerabilities.

The set of selected Nmap messages is clustered according to the vulnerability and risk severity label, based on which an
automatic risk assessment is implemented, as well as a knowledge base for the linguistic processor, consisting of specially crafted
sentences and facts. The algorithm forms an interpreted message by processing certain data from the knowledge base. The limited
language of the utility led to the idea of creating special phrasal templates, with the help of which semantic interpretation and
morphological analysis are easier to implement.

In addition to the linguistic processor that processes utility messages, software modules have been developed that provide
information for in-depth analysis of the state of networks (can be used by specialized specialists), as well as additional
functionality.

2.2. Clustering utility messages by hazard identifier

Clustering of the selected set of Nmap messages has been performed. Based on the results obtained, messages are classified
according to the criteria of the type of vulnerability, threats and the degree of possible damage. This, on the one hand, makes it
possible to implement an automatic assessment of the security level of a computer network (denote it by KB — [22]), which is
used in the general algorithm for intelligent data processing, implemented in the work of the above-mentioned device ([2]). On the
other hand, the results are needed to create a method for linguistic processing of messages in the utility's formal language, and this
is the focus of this work.

Let us briefly describe the message selection procedure and cluster features. Based on the set C = {cy, ..., ¢} of k selected
Nmap commands, taking into account the presence of a set of parameters P = {pi, ..., pLi}{;l for their call (n; is the number of
parameters under consideration of i-th command; i=1,..,k), we denote the selected set of messages by M =
{m,, ey My My g, e, mnk} —table 1.

Table 1. Formation of clustering objects

Commands (set C) Command parameters (set P) Set of the utility M outputs
1 1 my
2 m,
ng mn1
k N, +1 Mp, _ +1
nk mnk
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The setM is clustered by the label of the number of severity levels. Four degrees of gradation were chosen, the corresponding
clusters will be denoted byKj, K,, K3, K,. For signs of nearness are taken:

- the states of certain ports, distributed according to the degree of threat of damage;
- discovered software, distributed among the available vulnerabilities and exploits.

The resulting clustered base KB is given in ([22]). If objects (messages) in clusters are denoted by
K ={m;,,...m }, i=1234 (1)

ThenZ{‘zl(rpi -1, +1) = n, U, Kj = my, my, ..., My, , the setsK; do not intersect. Thus, the sets shown in Table 2 represent
the distribution of the setm,, m;, ..., m,, of utility messages into 4 disjoint clusters (full clustering was used).

Table 2. Clustered messages

Cluster Cluster objects Cluster Cluster objects
K, Mpy e, My K, My e, My
K, My ey My K, Myy 5o My,

Note that clusterscharacteristics meet the ISO/IEC 27005: 2018 standard ([23]).

2.3. Clustering (Simplified) linguistic processor

Special words and divisioninto classes

Key words are selected from the utility messages — the base of signal words. A signal word will mean one or more words in the
message issued by the utility, which in one way or another determine the situation on the checked network section, as well as,
possibly, this section itself (network node). The numbering of the set of signal words formed from the messages (1) written out in
Table 2 is shown in Table 3.

Table 3. Designation of signal word groups in accordance with messages M

Messages (M set) Groups set of signal words S Signal wordss!
my st si, .., sjl, Sty

<Ny ng np ng

my, s Si s s S ,...,stnl

<np nk ng Nk

mpy, Stk S1 ...,sj ,...,stnk

i=1

HereS = {s'}X is theset of signal words groups extracted from the corresponding messagesM. A group of signal wordss! =
(s}, ., 8}, st = 1, ..., my, is extracted from the messagem;; there can be several words in a group:t; > 1.

Table 3 also demonstrates that the groups of signal words are also divided into 4 classes according to their correspondence to
the messages of the setM from which these words were extracted. The database with data on such a division is denoted byA.

Many signal words can be attributed to the same type. For example, the port number; reserved words "open", "filtered",
"closed"; versions or numbers of updates of one type of software; numbers of network interfaces, etc. Let us denote by n the
number ofvarious types of signal words (or groups of signal words)A,, A,,...,A,.The elements of the setA; = {a4, ..., a1},
respectively, are data of the same typei (i = 1, ...,n),n,1 € (1,2,...). For example, the numbers of various ports appearing in the
utility messagesM are data of the typeA; = «Networkport», elements of the set of this type can be{ay,..,a} =
{22,443,21,23,139,445}.
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Let us further introduce sets of word-parameters,B;, B,, ..., Bss € (1,2,...),which are parameters of a soft call or some
available data that can be used for a deeper analysis of the state of the tested network. For example, it can be information with data
from previous network checks, data from configuration files, saved settings of a firewall, network equipment. These parameters
and data can be used in the formation of intelligent messages at the output of the linguistic processor. When defining words-
parameters in the work, they were also correlated to one of 4 levels of danger (in cases where it is permissible) - the basis of
complianceB.

Table 4 shows examples of signal word typesA; and parameter word typesB;, i € (1, ...,n),j € (1, ...,s).

Table 4. Examples of indicator words and parameter words

No. Type Ay Type A, Type A3 Type By Type B, Type B; Type By
1 1 22 Open Inspection date Fixed network Yes 1
state
2 2 443 Closed Dates of previous Saved network No 2
inspections data
3 23 Filtered Conditionally 3
4 139 4

Here, A; is the number of the network interface on the host; A, —port number; A; —the state of the tested network port; B; —test
dates; B, —saved parameters of the current and past checks (there may also be parameters and configuration data that must be set
for this network); B; —data on "allowed / denied IP"; B, —the hazard level established by clustering and subsequent classification.

Further, on the basis of messages in the cluster setsK;, K,, K3, K,, as well as taking into account the correspondingly selected
groups of signal words, phrasal templatesPhT are created. Phrasal templates are groups of 2-4 sentences with indicator words
designed to automatically insert other necessary words instead of them. The structure of the indicator word is a combination of a
letter and a number that determine the corresponding group of signal words and its type or parameter. A letter is defined by the set
{Ai}iz, of different types of signal word groups (ntypes in total) or the set {B;};_; of different types of parameter word groups
(stypes in total). The number is determined by the corresponding element in the setA; = {aq, ..., a;},1 € (1,2,...) or in the setB; =
{by,...,by},v € (1,2,...). Thus, instead of indicator words, groups frompre-compiled bases of signal words {A;}|~; and parameter
words {B;}j_; are used. Table 5 below shows examples of phrase patterns and indicator words, the meanings of which can be
deciphered using Table 4.

Table 5. Examples of phrasal patterns and construction of indicator words

No. Phrase templates
1 On the network interface A;1, the port A,3 is on the state: A;1
2 In the last report B, 2, the port A,4 was A;3
3 In the list of allowed Internet addresses: B;1
4 Danger level:B,1!
5 It is recommended to close the port A,3
6 Compare the parameters with the last check. The data B; 1, B;2 and B, 1, B,2 are compared

Depending on the values of the corresponding word-signals and word-parameters, which are divided into classes according to
the basesA andB, phrasal templates of four groups are formed: PhT;, PhT,, PhT;, PhT,.

In addition, 4 small groups of phrasesPh,, Ph,, Ph;, Ph, without indicator words have been developed, designed to form and
supplement messages at the output of the linguistic processor with typical messages; the index corresponds to the level of danger.
Examples of such phrases are shown in Table 6.
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Table 6. Examples of group phrases Ph,, Ph,, Phs, Ph,

Hazard level /Ph; Examples of phrases
1 Network connection is dangerous
2 Show the result of monitoring to a specialist
3 It is recommended to close the port
3 It is recommended to send a report to a specialist
1 It is recommended to immediately show the monitoring results to a specialist.
2 It is recommended to disconnect from the local and global network and
contact specialists
1 An attacker can remotely control a computer and make changes to the file
system
4 The routine check was successful. No deviations found

These phrase groups and phrase patterns are included in the linguistic processor knowledge baseKB.

About morphological analysis

The next implemented step is morphological processing of generated messages; let us denote this stage asMA. The task was
carried out first for the Kazakh language. The bases of words-indicators and words-parameters were coordinated (table 4) in
accordance with the semantic and morphological analysis of phrase patterns (table 5) of phrases of groupsPh;, Ph,, Phs, Ph, (table
6). The following three factors allow us to say that this step is not laborious, and explain the name of the described linguistic
processor "simplified". First, operating with a limited set of processed sentences; secondly, the fact that signal words are
determined from the messages of a limited natural language - the formal language of the utility; thirdly, the introduced phrase
patterns with indicator words and word-signals — all this allowed to change the usual approach to the construction of an intelligent
linguistic processing mechanism.

Description of the operation of the intelligent component of the device

Within the framework of the described project, 7 groups of scripts{SGy, ..., SG;} were prepared for a complete network check by
various parameters, as well as a groupSGg for a regular / quick check. To start the linguistic processor, a prepared group of

scriptsSG; (i € (1, ...,8)) is launched. The subsetM* € M, M* = {m], ...,m:ﬁ, m;;H, ...,m;;«(*} obtained as a result of the work is

sent for linguistic processing. Based on the clustering performed earlier, the classification of the detected situations on the checked
network section is performed. By means of the selected signal wordsS on the basis of the databaseA data, a correspondence is
established between a certain messagem; € M*,i = 1, ..., nj+,n+ < ny and a quantitative expression (from 1 to 4) of the degree of
vulnerability in the vulnerability and risk assessment systemKB ([22]). In addition, on the basis of the running additional program
modules, data is collected, on the basis of which the word-parameters are determined, examples of which are given in Table 4.
Further, the word-signals and word-parameters are inserted into phrase templatesPhT, combined with the corresponding
phrasesPh,, Ph,, Ph;, Ph,. The next step is the stage of morphological analysisMA and approval of proposals. The process
described here is shown schematically in Figure 1.

In order to create a rapid prototype based on signal words, a base of explanatory words or phrases has been developed using
generally accepted vocabulary without the use of highly specialized terms. This database of "interpreted" messages was developed
in natural languages — Kazakh and Russian. Interpreted messages are natural language messages that explain the essence of
specific utility messages in a general language style without the use of specialized terms. The base in the Kazakh is described in
[22].

Within the framework of the project, not only a mechanism for generating messages (recommendations and instructions) was
developed for the user of a hardware-software device-non-specialist in the field of computer networks, but also the generation and
sending of reports on the testing performed, testing on a schedule, and other functionality were implemented.

Copyrights @Kalahari Journals Vol. 7 No. 1 (January, 2022)
International Journal of Mechanical Engineering

3545



Figure 1. Functional diagram of the intelligent component of the application

As part of the algorithmSW presented in Figure 2 for the operation of the entire application, the intelligent message processing
algorithmIPL (described in Figure 1) is depicted as one of the alternative processesAP; andAP,.
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Figure 2. Block diagram ofNmap smart message processing algorithm [PLand SW algorithm of the application without taking into
account additional functionality

We use next abbreviations in Figure 2: SStRF - formation of the standard scanning mode; SFRF - formation of a full scan

mode; SR - scan mode; Cl - classification; NLRF - Natural Language Recommendations Generation; RF - reports generation;
MD&A - Decision Making and Action.

Note that there is an MD&A process in this processAP;, which is responsible for making decisions by the non-specialist user,
as well as performing certain actions automatically. For example, these can be actions to change the settings and configurations of
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the network in case of detection of obvious vulnerabilities or malicious scripts. Figure 2 also shows the process of working
directly with the linguistic analyzerLA of the scanning results, it consists of applying word signals and word parameters to phrasal
templates and prepared phrases and the subsequent agreement of sentences in the processMA.

The second alternative processAP, is generating reports based on the results of running Nmap scripts (without processing
messages) and the results of the work of additional program modules. This process works independently of the first, and its results
are intended for specialists in the field of computer network security testing. The application implements the ability to send reports
on the results of the processAP,.

l me M l
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B T 3 +
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Figure 3. Stages of processing and transformation of messages in the IPL algorithm

The stages of language processing from receiptM* to decision and action MD&A's in IPL are presented in Figure 3.

Here KS;,KS,,KS;,KS,—are, respectively, classes of groups of signal words that form the baseA. The sets(MD&A);,i = 1,2,3,4,
are formed from phrasal templates and prepared groups of phrases, and the corresponding process is the generation of
recommendations and explanations, as well as the automatic execution of some of the actions described above.

Knowledge base and withdrawal rules

The linguistic processor knowledge baseKB includes groups of phrasesPh;,i = 1,2,3,4, and phrasal templatesPhT = {PhT;}{,.
Inference rulesIR in the constructed linguistic processor can be represented using first-order predicate logic. Some examples of
resolution rules are given below.

Let's denote bym € M some selected Nmap message from the previously prepared database. By lev denote a cluster label — a
hazard level that takes values1,2,3,4. By r(lev)denote the recommendations generated by the algorithmIPL. The correspondence
betweenm andr(lev) imagine as a predicate relation(m, r(lev)). Then the rulelR, for representing a messagem in the formal
language of the utility in an adapted form can be written as follows:

P(m, r(lev)) : — (m < lev)AS(m)= KB (lev, 5),
P(m,r(lev)) : — (m <>K)A(5(m)), KS;, PhT(KS;)=(PhT;APh).

Relationships for knowledge base components:
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4
KB (lev, ) : — PhT(lev,3) A U Ph; (lev, 3),
i=1

KB = {PhT, Phl, th, Ph3, Ph4; IR} = {Pth, PhTz, PhT3, PhT4, Phl, th, Phg, Ph4_; IR}.

3. Conclusion

A software package has been created that implements the developed algorithm with automatic decision support for users who are
not specialists in the field of information security. In addition, the ability to monitor on a schedule, receive important notifications,
and automatically generate and send reports are implemented ([22]).

The authors research([17-20], [2]) represents developed examples of the effective use of Raspberry Pi for various purposes:
teaching certain disciplines, organizing a specialist's workplace, including testing the security of computer networks, as well as
creating fault-tolerant secure systems for exchanging information and conducting knowledge slices. In this work, an urgent task is
completed, the idea of which naturally grew on the basis of the described studies. Smart mobile hardware and software devices
that are easy to use by lay users in the field of computer network security will advance the overall challenge of increasing digital
literacy and awareness of the severity and magnitude of cyber threats. The potential for the commercialization of the results
obtained can also be noted.
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