
Copyrights @Kalahari Journals Vol.7 No.2 (February, 2022) 

International Journal of Mechanical Engineering 

2546 

ISSN: 0974-5823   Vol. 7 No. 2 February, 2022 

International Journal of Mechanical Engineering 

An Efficient and Secured Face Recognition System 

Using LBP And Cryptography  
1J.Vikram and 2Dr.M.Gobi 

Researcher, Department of computer science, Chikkana Government Arts College, Tiruppur 

Assistant Professor, Department of computer science, Chikkana Government Arts College, Tiruppur 

 

Abstract - This paper describes a facial recognition system that is both effective and safe. The technique of recognizing and 

confirming faces is known as face recognition. Face recognition involves training and storing a face image in a database, as well 

as extracting and classifying the features of the face image. To properly depict the face image and extract the important features 

once the face image has been extracted, the extracted data is classed and compared to other face images. After classification, the 

face image should be encrypted using encryption before being saved in the database 

 

Index Terms - Local binary pattern, SVM, Cryptography. 

 

INTRODUCTION 

Security, healthcare, banking, criminal identification, payment, and advertising all rely heavily on face recognition. In a smart 

society, capturing a human face or recording a sequence of human faces is the preferred method of verification. The idea of 

authenticating persons with their faces is significantly more possible than any other means of identification, thanks to widely 

available equipment such as phone cameras and monitors [Kim et al. (2015)]. Today, scientific progress has enabled mass storage 

and perplexed computational complexity, allowing for far more stringent speed and accuracy demands in low-solution 

environments to be gradually met, allowing for a wider range of applications for face recognition. Law enforcement, matching of 

photographs on personal documents, customer authentication related to financial transactions, access permit to specific database or 

network such as those in government and business, and security screenings at airports to prevent terrorist attacks are currently 

fields of appliances. [ElSayed et al. (2017)]. 

 

BINARY PATTERN IN A LOCAL AREA 

LBP is a basic yet effective texture operator that labels pixels in an image by thresholding each pixel's neighbourhood and treating 

the result as a binary number[Karis et al. (2016)]. Because of its discriminative power and ease of processing, [(Kim et al. (2015)] 

The LBP texture operator has gained popularity in a variety of applications. It can be considered as a unifying approach to texture 

analysis's typically diverse statistical and structural theories. The LBP operator's resistance to monotonic gray-scale changes 

produced, for example, by illumination variations is perhaps its most essential quality in real-world applications. Another key 

feature is its computational simplicity, which allows it to evaluate photos in difficult real-time scenarios. 

 
Local Binary Pattern (Fig. 1) (LBP) 

We can divide an image into numerous grids using the Grid X and Grid Y parameters, as seen in the image below. 
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Figure 2: Histogram of Local Binary Patterns 

 

We may extract the histogram of each zone as follows using the image above: Because we're working with a grayscale image, 

each histogram (from each grid) will only have 256 locations (0255) to indicate the pixel intensity occurrences. Then, to make a 

new, larger histogram, we must concatenate each of the histograms. If we use 8x8 grids, the final histogram will have 

8x8x256=16.384 places [Cheung et al. (2014)]. The features of the original image are represented by the final histogram. 

SUPPORT VECTOR MACHINE 

  In AI, support vector machines (SVMs, also known as support-vector systems) are controlled AI models with associated AI 

calculations that examine data for grouping and relapse investigation. A SVM preparing calculation will create a model that 

speaks to another guide to one classification or the other, to make as a non-probabilistic paired direct classifier, given the given 

arrangement of preparing models, each set apart as has a position with either of the two classes (in spite of the fact that techniques, 

for example, Platt scaling exist to utilise SVM in a probabilistic order setting). A SVM model assigns models as focuses in space, 

which are mapped with the objective of separating the relegated instances of various classes by an unmistakable hole that is larger 

than most people believe is possible. New models are then mapped into that equivalent space, where they are expected to have a 

classification based on which side of the hole they fall into. [Cheung et al. (2014)]. 

To conduct direct arrangement, SVM can effectively use the component stunt to play out a non-straight order, completely mapping 

their contributions to max-dimensional element spaces. When information is unlabeled, directed learning is impossible, hence a 

solo learning strategy is required. This technique will attempt to uncover typical groupings of information to gatherings, and then 

map new information to these framed gatherings. The help vector grouping calculation sorts unlabeled data using the 

measurements of help vectors formed in the help vector machines computation. 

 
Support-Vector Machines (Fig. 3) (SVM) 

 

CRYPTOGRAPHY 

Cryptography is a way for safeguarding data and communications by encrypting them with codes so that only those with access to 

the data may read and process it. "Covered over" or "vault" is the prefix "grave," and "composing" is the postfix "graphy." The 

orders of cryptology and cryptanalysis are nearly synonymous with cryptography. It includes techniques such as microdots, 

merging words and visuals, and various methods for concealing information or travelling. However, in today's PC-driven world, 

cryptography is commonly connected with scrambling plaintext (standard material, also known as cleartext) into ciphertext (a 

method known as encryption), and then back again (known as decoding). Cryptographers are professionals who specialise in this 

discipline. The following four destinations are associated with modern cryptography: Confidentiality: the information cannot be 

understood by someone who was not supposed to receive it. Integrity: the data can't be tampered with or moved between the 

sender and the intended recipient without the change being noticed. Non-revocation: the data creator/sender cannot later deny their 

expectations in the data generation or transmission. Authentication: both the sender and the recipient can attest to each other's 

identity and the information's origin/purpose. [Saturwar et al. (2017)]. Cryptosystems are techniques and conventions that meet 

some, but not all, of the aforementioned characteristics. Cryptosystems are sometimes thought to refer only to scientific ways and 

computer programme codes; nonetheless, they also include human conduct guidelines such as choosing difficult-to-guess 

passwords, logging off unneeded frameworks, and not discussing sensitive strategies with unapproved individuals. [Pawar et al. 

(2018)]. 
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Cryptography (Fig. 4) 

I. Symmetric-Key 

Single-key or symmetric-key encryption computations produce a square figure with a mystery key that the maker/sender uses to 

encrypt information (encryption) and the recipient uses to decrypt it. The Advanced Encryption Standard is an example of 

symmetric-key encryption (AES). The Advanced Encryption Standard (AES) is the successor of the Data Encryption Standard 

(DES) and DES3. To avoid beast power and other attacks, it uses greater key lengths (128-piece, 192-piece, and 256-piece). 

[Arora et al (2018)]. 

 
Symmetric key Fig 5. 

II. Asymmetric-Key 

  Open key or veering off key encryption uses two keys: an open key associated with the creator/sender for scrambling messages 

and a private key that only the originator knows (unless if it is revealed or they choose to share it) for translating that data. 

Asymmetric (open key) cryptography includes RSA, which is widely used on the internet; Bit coin's Elliptic Curve Digital 

Signature Algorithm (ECDSA); NIST's Digital Signature Algorithm (DSA), which is held as a Federal Information Processing 

Standard for cutting-edge stamps in FIPS 186-4; and Diffie-Hellman key exchange. [Hongling et al. (2018)]. 

 
Asymmetric Fig 6. 

 

III.  Hybrid 

  A mixed cryptosystem is a show that combines various figures of various types in order to maximise each figure's possible 

benefit. Making a discretionary puzzle key for a symmetric figure and scrambling it using methods for an uneven figure using the 

recipient's open key is one common way. The symmetric figure and the puzzle key are then used to encrypt the data. The recipient 

receives both the mixed riddle key and the encoded information. The recipient first decodes the riddle key with his or her own 

private key, then uses that key to decode the contents later. [Khalif et al. (2013)]. 

 
Hybrid Fig 7. 
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A FACE RECOGNITION SYSTEM THAT IS BOTH EFFICIENT AND SECURE 

The algorithms used in this study are for Face Recognition, and the tactics employed in this assessment work are for Face 

Recognition. The LBP highlight dispersions are separated and connected into an improved highlight vector to be used as a face 

descriptor in face modelling. Following that, in feature extraction, the features of the facial image are extracted, and the extracted 

features are categorised. A basic challenge is classification, which aims to comprehend an entire image as a whole. The purpose is 

to apply a label to the image in order to categorise it. Image Classification is most commonly used to describe photos in which 

only one object appears and is examined. Object detection, on the other hand, comprises both classification and localization tasks 

and is used to examine more realistic scenarios in which several items may be present in a single image. For classification, there 

are a few calculations that are used. In this study, SVM was able to successfully do a non-direct grouping using the piece stunt, 

resulting in a verifiable mapping of their contributions to high-dimensional component spaces. A support vector machine SVM is 

a supervised machine learning model that uses classification techniques for two-group classification problems when information is 

unlabeled. They may categorise new text after feeding an SVM model a set of labelled training data for each category. 

Cryptography is utilised to protect the facial image, which is subsequently saved in a database for usage in applications like as 

banking, industries, hospitals, institutions, and the army, among others. 

 

RESULT 
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CONCLUSION 

An Efficient and Secured Face Recognition System is presented in this study. LBP is used to make progressive discovery and 

acknowledgment calculations for face recognition. In the element extraction stage, the most useful and distinctive features of the 

facial image are extracted. The facial image in the arrangement is compared to the test photographs in the database. Local Binary 

Pattern is used to improve the structure of the face picture and to extract the highlights in the face image. The data of the facial 

image is classified using the Group Support-Vector Machines technique, and then the image is confirmed using cryptography, 

which includes Symmetric-key, Asymmetric-key, and Hybrid-key. All existing frameworks are outperformed by the proposed 

secured Face recognition system. 
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