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ABSTRACT:

chaos map and its ability to generate a random sequence with nonlinear properties are widely used in applications, especially those
requiring high security. The generation of chaos sequence depends on some control determinant and initial value where to be
assumed. This paper proposed a method that combines another polynomial with a chaotic map to control the input value of a
chaotic map and not take it. This method states on use the cubic spline function as input to the logistic map with determinant to
keep the nonlinear characteristic of chaos to generate a new map called spline-logistic map. The simulation of this function are
made in matlab2018 to generate the random values. Theoretically and the simulation analysis confirms that spline-logistic map
possesses a high performance and uniquely randomness value.
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1. Introduction

Steganography is a practice that enables secrecy — and deception — in the same way, that cryptography is a science that mainly
allows privacy[1]. Within a cover file, steganography hides many forms of data. Images, texts, videos, and other types of
messages can use as input[2]. Although it is nearly identical to the cover file, the generated stego file contains secret
information[3]. Steganography exploits human perception; human senses are not trained to hunt for files with information
concealed inside them, even though algorithms can perform what is known as Steganalysis (Detecting the use of
steganography)[4]. In the last century, and since the discovery of chaotic waves as one of the mathematics branches. Chaotic is
still in development and takes a vast field in applications such as encryption[5], the science of robotics[6], biology[7],
Chemistry[8], Astronomy mechanics[9], etc. The concept is that algorithms used under chaos are specified exclusively on real
numbers, while systems used in cryptography are defined on a limited number of integers. This significant distinction between the
two fields of study made chaos theory prominent in the cryptographic system. In the encryption field, the main requirement was to
search for a chaotic wave and use it uniquely and separately to give coding that differs somewhat from the studies dealt with. The
use of a chaos map in cryptography gives us a perfect algorithm that has highly robust to any attacks [10]. As the definition,
Chaos disorders the state and disrupts it in nonlinear ways with specific determinants. It is susceptible to these determinants and
naturally behaves similar to pseudo-random sequence but in the decimal values[11]. Notes that just the change of initial roots of
the map (which is dependent on the researcher) and use any function if need or not as a second step can give a new algorithm for
encryption with the perfect result, but this could behold a similarity in how the map was applied, regardless the change of the root
which is imposed value, so this point was stopped in to reach a new method for generating the initial values for the map since all
the researcher still depends on changing the value of the initial points and not search for the function to control this initial point
and make the choice of it not easy to increase the security of the system. This paper produces a new method for generating the
logistic from another generating function to generate the roots of the logistic map with specific determinants, which is a cubic
spline interpolation function[12]. Combining the logistic map with cubic spline generates a new chart with chaotic characteristics.
This chart gave a Spline-logistic name. In the following sections, Literature Review, the mathematical model and the diagrams,
the proposed system followed by the results and discussion, and finally, the conclusion and references in the last sections of the
paper.

2- Literature Review

Researchers have utilized the logistic map in their cryptographic algorithms to encrypt the information gathered from various
sources ( image, audio, and text). There was an example of them. How to be very cautious while determining the capacity seed in
the creation of chaotic-steganography is discussed. The dependence on the strength range alone is not sufficient to decide on the
phantom characteristics of the steganography generated from the logistic map, which must be considered. The experiments were
presented to demonstrate that, although this technique provides an effective and powerful watermarking process, it falls short if
the client makes an irrational decision about the capacity required for the logistic map. In recent years, a slew of new methods to
hybrid digital image steganography has emerged. For increased resilience, ability, and security, it attempts to conceal information
while maintaining the visual quality of the copyrighted picture. In the article[13], a new digital picture steganography technique is
presented, and a novel three-dimensional chaotic map is utilized to improve the method's security. The suggested chaotic map's
irregular outputs are used to identify the coordinates of pixels employed in the embedding and extraction procedures. Because the
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integer coefficients are used in the embedding and extraction procedures, integer wavelet transformations are used on cover and
stego pictures. Another article[14] proposes a CHHCS and LBP-based picture encryption method. CHHCS "combines two hyper-
chaotic systems" randomly and dynamically, with each pixel diffused with a distinct LBP operation. Because LBP-based diffusion
is dynamic, it achieves a better diffusion effect than other chaotic algorithms. Article[15] suggested approach uses two robust
mathematical transformations; DWT and SVD. The watermark data is also encrypted before being inserted into the DWT-SVD
domain. It also enables blind extraction of the embedded watermark signature. In article[16], a new stego-key directed LSB
replacement method for secret message delivery over public networks was proposed. "Large keyspace for stego-key" is required
to defeat public domain brute force attacks. They addressed the high embedding capacity issue using Cuckoo Search, a state-of-
the-art evolutionary optimization. A new copyright protection method using both secrecy and authentication is presented in the
paper[17]. To safeguard our digital media from theft, we included an encrypted watermark on a hosted picture. Many researchers
suggest other applications and technologies that use chaotic systems to encrypt images or audio with different scenarios [18-24].

3-The Proposed Method

The new method consists of two main parts: cubic spline transform and logistic transform; this part explained the mathematical
model for these functions and their combination to get the new map.

3.1 CUBIC SPLINE TRANSFORM

Cubic spline function is a third-order polynomial that has a characteristic in its derivatives: a smooth curve in the 1'st and
continuous in the 2'nd derivative, sometimes called natural line when the second derivatives put out to zero[8]. The cubic spline
function f(x) are illustrate in equation (1)[25].

yl=f(X1), 0<i<n (1)

the coordinates points is (X, ¥o),---,( Xn» ¥n), and the first iteration of these points are (x;, x;;41), SO the 2'nd derivatives of these
points are (f"'(x;)) and(f"' (x;41) ) respectively [26]. The cubic-polynomial and its parameters are shown in equations(2,3,4,5,6,):

f(x) = Af(xi) + Axf (Xip1) + Asf” (%)) + Agf" (Xi44) 3
where x € (Xj, Xj4+1)
_ (Xi41-%)
A= (Xi+1 ~X{) ©)
(x-x.)
A, = ——— 4
27 (Xipr X)) “)
(A%-n)
Az = P (Xis1 %) (%)
B3-B)
Ay =2 (x40 - %) ©)
The continuity of the second derivative means that the radius of the arc is defined at each point so:
fo'(xo) = fy_1(xn) = 0 @)
finally, you can rewrite the mathematical cubic spline equation as (8)[25], and the graphical model of it is shown in figure (1).
f(x) = a; + a,.x + as.x* + a,.x3 8)

Samples 104 Normalized Frequency (x 7 rad/sample)

Figure 1: the mathematical graph of the cubic spline function
3.2 LOGISTIC MAP
The logistic map is a discrete system in the dynamical state, defined by equation(9)[27]:
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Xi+1 =% X;(1 —X;)

©)

This formula consists of many parts defined as x; is the initial point which is also called the seed or the root (x,) of the logistic
map lies in 0 < x; < 1. The index (i) is the role of the discrete state. In addition to the root, the parameter (cc ) plays the primary
role in the behavior of the logistic map, which is mentioned as follows[16].

1- For << 1, x; is approached to 0 exponentially

2- For 0 <x< 3, x; is an attractive fixed point.

3- For 3 <x< 4, The behavior of the logistic map will be a recurring period

4- For <= 4, the logistic map is a chaotic situation.

The schematic representation of a logistic map is shown in figure(2), and when this diagram focuses on seeing the inside
bifurcation, figure (3) appears.
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Figure (2) the line drawing of the logistic map
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Figure (3) focusing on the bifurcation of the logistic map

3.3 The Combination of The Two Equations(Spline-logistic Function)

3.6

Still, the final result is to generate the logistic sequence to use in any application. As explained in section (3.1), the generation of
the logistic function depends on the initial value that differs from one researcher to another. To control this virtual value, the input
variable is assumed as cubic spline function, which is a linear function but use determinant to convert the work to a nonlinear
operation which is chaotic work by combined equation(8) and equation (9) as depicted in the following equations:
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We have already from the previous sections:

f(x) = a; + a,.x + az. x> + a,. x> (8)
Xipp =% x5 (1 —x;) )
Then the combination is:

xi = H. f(x) (10)

where: H the determinant of the Spline-logistic function lie in the threshold values whichare 0 < H < 0.5
So the Spline-logistic function is:

x; =H (@ + b.x+ c.x? +d.x3)
11
{ Xiyp = X (1 —x;) D

The line drawing diagram of Spline-logistic function generally is the same as the logistic map as in figure (4)
1 T T T T T

vy
e

09 ¢

e ke
P

e AT i

.,
e S GRS
an .

08 F

0.7

Y

- A y

06 I

4

x 05 ‘..
0.4 124
03} 3 i
0.2 LT3

0.1} H

0 A ; : .
0 0.5 1 1.5 2 25 3 35 4
Elfa

Figure (4) the line drawing diagram of Spline-logistic map
The highlighted Split-logistic diagram is shown in figures (5a,b)
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Figure(5): Zooming in the Spline-logistic diagram (2): The highlighted on Spline-logistic diagram (b): Highlighted at the
beginning of Spline-logistic diagram

4- The Proposed Algorithm

To study the effectiveness of the proposed function, a gray image is taking as a case study. The proposed algorithm is using to

encrypt the jpg gray image (Lena as a case study) shown in figure(6). The block diagram consists of two main parts: the
encryption part and the decryption part.

Applied spline- E d
Cover i RGB to Gra fepiple
OVETIMAEE iy Y = logistic function [ image
Extract Reshaping Applied inverse Decrypt
original image €t  matrix [€ spline-logistic [€ image [
function

4.1 Encryption proce. 7F|gure(6): the proposed encryption algorithm

1-
2-
3-

4-

the applied image in the steganographic system.
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Reading the RGB ( Lena) image and converting it to the grayscale image
Resize the gray image to the 128*128 pixels and the converting it to the binary values

Generating the cubic spline-logistic sequence with five parameters A=0.3, B=0.9, C=0.2, D=0.8 randomly, and H=0.2 in the
range mentioned above and the converting to the binary series.

Encrypting the image using the generating sequence from number 3 and finally transmit it throw the channel. Figure(7) show
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Figure(7) show the applied image in the steganographic system
4.2 Extraction Process
1- after reaching the information throw the channel; it is converting to the binary values

2- generating the cubic spline logistic sequence with the same parameters in the encryption part to applying inversely to extract
the information of image hiding.

3- reshaping the extracting data and converting to the decimal value to show the image
4-Histogram of the cover image and extracted are measure and plotting as in figure(8) to see the underlying distribution's form.
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Figure (3): Histogram of the embedded and extract images

5. DISCUSSION OF THE RESULTS

As seen when comparing figure5(a, b) with the original shape of the logistic map depicted in figure(3), the difference appears at
the beginning of the wave noticed in the logistic wave just one beam rippled up and down to make the shape while in the Spline-
logistic wave the beam is separated into two crosses beams overlapped with each other's up and down to construct the final form
of it, this was the reason behind calling it Spline-logistic map. The Spline-logistic wave contained large numbers of dark and
bright points, meaning large contrast values that change the properties of the map and its determinant. All these differences
happen due to merging the main equations of the logistic and cubic spline methods as in equation (11). This combination gives the
possibility to generate a robustness map that may be used in some fields where the chaotic maps are the main rule in its
applications.
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6. Similar Techniques Comparison

Many studies suggested the generation of the encryption system through the logistic map, whether using the logistic map alone to
generate the key or by using other functions such as the wavelet function or the discrete cosine function or other functions in
addition to the logistic map to generate a high-strength encrypted system. Still, none of them addressed using a process others in
developing stem points and roots for the logistic map, as we did in this research, which gave excellent results and high strength, as
we noted in the presented case.

4. CONCLUSION

Chaos map has been widely used in the last century because of its properties which give high robustness in any application. Using
a unique map leads to searching about adding or changing any parts or details to the chaotic map. This paper produces a unique
method by combining the cubic spline and logistic map in one map and called it a Spline-logistic map. The generation of the
chaotic sequence without needing to think about the initial value is more flexible when depending on the input equation, which is
here a cubic spline equation and involves its limitation. The spline-logistic map can produce a specific sequence that differs from
the logistic sequence with length depends on the user's need. Simple implementation and high accuracy of the cubic spline
function damage with chaos characteristic produce distinctive properties observed in the Spline-logistic map.
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