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Abstract

Advance Encryption Standard (AES) is considered as one of the secure and efficient algorithms. Despite that like other symmetric
encryption algorithms, the secret key distribution is still considered as a critical issue. Again to encrypt or decrypt a single block
(128-hit) of data, an essential amount of computational processing has to be done which consumes more power. Internet of things
(loT) is the extension of the Internet to connect just about everything on the planet. This paper presents implementation of data
security algorithm based on modified advanced encryption standard with 256 bit key for 10T application. MAES is a lightweight
version of AES which meets the demand. A new one-dimensional substitution Box (S-box) is proposed instead of conventional 2-D
S-box and previous 1-D S-box. Simulated result shows that proposed MAES gives better performance than previous MAES in term
of delay, throughput, transmission time, efficiency rate.
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1. Introduction

5G is the fifth era of cell portable interchanges. It succeeds the 4G (LTE/WiMax), 3G (UMTS) and 2G(GSM) frameworks. Internet
of Things security is the area worried about ensuring interconnected gadgets and systems in the biological community. In an loT
biological system registering gadgets and installed frameworks, likewise called things can impart information over system as they
are furnished with special identifiers and capacity to gather, send and get information. 10T applications can be found in all divisions
extending from home apparatuses to mechanical machine-to-machine (M2M) to shrewd vitality matrices. The individual data
gathered and put away with these gadgets, for example, your name, age, wellbeing information, area and that's just the beginning
can help crooks in taking your personality. In the meantime, the internet of Things is a developing pattern, with a surge of new items
hitting the market. Be that as it may, here's the issue: When you're associated with everything, there are more approaches to get to
your data. That can make you an alluring focus for individuals who need to make a benefit off of your own data. Every associated
gadget you possess can include another protection concern, particularly since the vast majority of them interface with your cell
phone. Here's the manner by which it works. Regardless of whether you have to check the cameras in your home, bolt or open an
entryway, modify temperature or lighting, pre-warm the broiler, or kill a television, you can do everything remotely with only a
couple of taps on your cell phone. Be that as it may, the more functionality you add to your cell phone, the more data you store in
the gadget. This could make cell phones and anything associated with them helpless against a huge number of various kinds of
assaults. The exchange of digital data over a network has exposed the multimedia data to various kinds of abuse such as Brute-Force
attacks, unauthorized access, and network hacking. Therefore, the system must be safeguarded with an efficient media-aware
security framework such as encryption methods that make use of standard symmetric encryption algorithms, which will be
responsible for ensuring the security of the multimedia data. For the encryption of electronic data, one of the most prominent
cryptographic algorithms is the Advanced Encryption Standard algorithm.
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Figure 1: Basic block diagram of cryptography process
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The Advanced Encryption Standard (AES) has been lately accepted as the symmetric cryptography standard for confidential data
transmission. However, the natural and malicious injected faults reduce its reliability and may cause confidential information
leakage. In this paper, we study concurrent fault detection schemes for reaching a reliable AES architecture. Cryptography is the
science of secret codes, enabling the confidentiality of communication through an insecure channel. It protects against unauthorized
parties by preventing unauthorized alteration of use. Generally speaking, it uses a cryptographic system to transform a plaintext into
a cipher text, using most of the time a key. As networking technology advances, the gap between network bandwidth and network
processing power widens. Information security issues add to the need for developing high-performance network processing
hardware, particularly that for real-time processing of cryptographic algorithms.

AES is basically a security algorithm is used for encryption and decryption of data. Encryption is the process in which we perform
a fixed set of operation on the data to randomize the data and transform it into some meaningless form so that even if any
unauthorized agents gets an access of the data, will not be able to obtain the useful information present in the data. Such data which
is apparently meaningless is transmitted. Such data can be converted back to its useful form, that is, the actual data only with the
key of the key at the receiving end. Keys are basically a secret binary data of above said fixed length which are used to encrypt
(cipher) the original data at the transmitting end to obtain the encrypted data and decrypt (de-cipher) the encrypted data to get back
the original data at the receiving end. Its obvious that the key with the help of which the data will be retrieved at the receiving end
will be known at the receiving end prior to the establishment of the communication. This process of retrieving the original data is
called decryption. The branch of science which deals with encryption and decryption of data is known as Cryptography. The
algorithms with the help of which we implement encryption or decryption of data are called Cryptographic algorithms.

2. Methodology
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Figure 2: Flow Chart

Cryptographic algorithms can be either symmetric or non-symmetric. Symmetric Cryptographic algorithms are those in
which we use the same set of keys both at the transmitting end as well as the receiving end. AES is a symmetric block
cipher. AES Algorithm may be used with the three different key lengths of 128,192 and 256. AES is referred to as “AES-
1287, “AES-192”, and “AES-256" accordingly. In the proposed work we have used AES-128. Thus, symmetric cipher
requires a single key for both encryption and decryption, which is independent of the plaintext and the cipher itself. Hence,
it would be impractical to retrieve the plaintext solely based on the cipher text and the decryption algorithm, without
knowing the encryption key. Thus, the secrecy of the encryption key is of high importance in symmetric ciphers such as
AES.

AES can process data blocks of 128 bits, using cipher keys with lengths of 128, 192, or 256 bits. In the proposed work, the
key length is 128 bits. Rijndael was designed to handle additional block sizes and key lengths, and however they are not
adopted in this standard. The Advanced Encryption Standard (AES) specifies a FIPS-approved cryptographic algorithm
that can be used to protect electronic data. Encryption converts data to an unintelligible form called ciphertext; decrypting
the ciphertext converts the data back into its original form, called plaintext. The 128 bit data block is divided into 16 bytes.
These bytes are mapped to a 4x4 array called the state and all the internal operation can be performed on state. Internally,
the AES algorithm’s operations are performed on a two-dimensional array of bytes called the State. The encryption process
includes the following transformations of states: SubBytes(), ShiftRows(), MixColumns(), and AddRoundKey(). The
encryption process also includes a key schedule. The AES algorithm takes the Cipher Key, K, and performs a Key
Expansion routine to generate a key schedule. In the decryption process, the Cipher transformations are inverted and then
implemented in reverse order to produce a straightforward Inverse Cipher for the AES algorithm. The individual
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transformations used in the Inverse Cipher are InvShiftRows(), InvSubBytes(), InvMixColumns(), and AddRoundKey() .
The decryption process also includes a key schedule similar to Encryption process.

In this paper, we have implemented WiMax/IOT Security using Modified Advanced Encryption Standard Cryptographic
Algorithm. It is designed WiMax MAES Security Algorithm sub-module, both at the Encryption and Decryption end, based
on the internal operations of the algorithm, as mentioned above. Each sub-module is designed, simulates and synthesized
step by step as per algorithm. The results of simulation and synthesis are presented separately.

3. Simulation Results

The designed WiMax/IOT MAES Security Algorithm implementation has multiple sub-modules inside it both at the
Encryption and Decryption end, based on the internal operations of the algorithm. Top module is designed, simulated and
synthesized as per proposed algorithm. First we are presenting the results of simulation.
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Figure 3: Top View of proposed Modified AES

In figure 3, top view of proposed Modified AES algorithm, where 128 bit input, 128 bit output and 256 Encryption and
256 Decryption key taken.
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Figure 4: Top module of proposed 1D S-box

Figure 4 is showing the top module of the proposed 1 dimensional sub-byte box. Here 8bit input is giving to the Shox and
its generating 8 bit output after operation of s-box.
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Figure 5: RTL view of Encryption and Decryption Process

The figure 5 is showing the RTL view of encryption and decryption process. The 128 bit input data is encrypted by the 256
bit key and at the output side it is decrypted by same 256 bit key and original data is recovered.

Figure 6: MAES Encryption process

Figure 6 presents the encryption process of the proposed modified AES algorithm.

Input — abcdefabcdefabcdefabcdefabcdefab
Key-h000102030405060708090a0b0c0d0e0f101112131415161718191alblcldlelf
Output - 82c6adelf3a226b97f9587a7befdc46b
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Figure 7: MAES Decryption Process

Figure 7 presents the decryption process of the proposed modified AES algorithm.
Input — 82c6adelf3a226b97f9587a7bef4c46b
Key-h000102030405060708090a0b0c0d0e0f101112131415161718191alblcldlelf

Output - abcdefabcdefabcdefabcdefabcdefab

Table 1: Comparison of Simulation Results

Sr No. Parameters Previous Result [1] Proposed Result
1 S- box components 86 16
2 Combinational 19,120 13016

AES components

3 S box delay (ns) 6.830 3.12

4 Combinational 20 13.49
AES delay (ns)

4. Conclusion

This paper presents implementation of data security algorithm based on modified advanced encryption standard with 256 bit key
for 1OT application. It is developed for the implementation of both encryption and decryption process. The S- box components of
proposed work is 16 while previous it is 86. The combinational AES components of previous is 19,120 while proposed is 13016.
The S box delay by previous is 6.830 ns while proposed it is 3.12 ns. The combinational AES delay is 20ns by previous and while
proposed it is 13.49ns. Therefore the simulation results achieved significant better performance than the existing research work.
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